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Security and Compliance for

VMware Zimbra

A Best-of-Breed Security and Compliance Solution
Proofpoint Enterprise makes it easy to add enterprise-grade security and compliance to any 
VMware Zimbra deployment. The solution delivers email security features to protect against 
the latest email threats, including spam and phishing, along with data privacy features to assist 
organizations in complying with many types of state/local, national, international, and industry 
regulations. Proofpoint Enterprise for VMware Zimbra includes the Proofpoint Enterprise 
Protection and Enterprise Privacy Suites — available as a virtual appliance or in the cloud.

Proofpoint “Fills the Gaps” in Enterprise Collaboration
Delivering an enterprise-grade messaging and collaboration solution requires taking a holistic 
approach to email communication. Enterprises face many challenges when it comes to email, 
whether they are from external threats such as spam and phishing attacks, or from risks of 
non-compliance with government and industry regulations with outbound email. It is more 
critical than ever for organizations to implement a collaboration solution that includes 
security and compliance features to mitigate these risks.

Proofpoint Enterprise Protection – Anti-spam and Anti-phish

Spam is becoming more sophisticated in attempts to escape being detected. Proofpoint 
Enterprise Protection is a best-of-breed email security solution with highly accurate spam 
detection (greater than 99% detection effectiveness) and the lowest total cost of ownership. 
More threatening, however, is the evolution of spam into malicious phish attacks, with criminals 
intent on stealing user credentials or an enterprise’s confi  dential information. To combat this, 
Proofpoint Enterprise Protection also includes anti-phishing technology to detect these 
advanced attacks. A specific classifier for “phish” is included so that emails classified as such 
cannot be accessed by end users, preventing further advancement of the phishing attack.

Proofpoint Enterprise Privacy – Encryption and Data Loss Prevention

Government and industry regulations such as HIPAA, GLBA, U.K. Data Protection Act, 
PIPEDA, PCI compliance guidelines, FERPA and SEC regulations continue to get stricter, with 
many now requiring implementation of encryption. Enterprises are also including encryption 
in the privacy solutions they purchase because it is simply a best practice to do so. Proofpoint 
Enterprise Privacy includes easy-to-use policy-based encryption that mitigates the risks of 
violating these regulatory and corporate policies.

Proofpoint Enterprise for 
VMware Zimbra Value 
Propositions:

1. Protects against email security 
threats before they reach 
VMware Zimbra with highly 
accurate spam detection and 
defense against phishing attacks

2. Removes compliance challenges 
when migrating to VMware 
Zimbra with policy-based 
encryption

3. Prevent, leaks of sensitive data 
via email and minimize business 
and regulatory risks around data 
leakage

4. Complements VMware Zimbra 
with powerful, easy-to-use 
features and rapid deployment
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To safeguard leakage of intellectual property and sensitive information, Proofpoint Enterprise 
Privacy also provides “defense in depth” data loss prevention to protect against inadvertent 
leaks of confi  dential information. This not only includes scanning email content for sensitive 
information such as social security or credit card numbers, but also scanning file attachments 
such as Microsoft Offi ce documents or CAD drawings for possible leakage of intellectual 
property.

Technical Integration
Proofpoint Enterprise integrates with VMware Zimbra to provide a seamless end user 
experience. A “Secure Send” Zimlet enables users to encrypt messages from within the Zimbra 
email interface, and the “Report Spam” button allows users to mark messages as spam to 
train the Proofpoint Enterprise Protection server for improved spam handling.

VMware and Proofpoint
VMware and Proofpoint have worked jointly on thousands of deployments to provide virtual 
security and compliance since 2006. Together, our combined expertise in email and email 
security allow us to deliver a superior enterprise-grade messaging and collaboration solution 
for defense against emailrelated security and regulatory risks.


