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C U S TO M E R  S TO RY

Leading Asian jewellery 
retailer protects multiple 
lines of business  
with Proofpoint
 

 

Challenge
•	 Safeguard global cloud and 

communications infrastructure 
•	 Strengthen overall security posture
•	 Improve efficiency to save time for 

lean staff
•	 Protect customers’ and employees’ 

personal data
•	 Comply with Singapore’s Personal 

Data Protection Act (PDPA)

Solution
•	Proofpoint Cloud App Security  

Broker (CASB) 
•	Proofpoint Endpoint Data Loss 

Prevention (Endpoint DLP)

Results
•	 Automated data loss prevention 

tasks shorten incident response 
time and improve efficiency

•	 Detected and prevented a major 
data breach soon after deploying

•	 Reduced insider data loss risk 
and assures compliance with data 
privacy regulations

•	 Provided greater visibility to cloud 
app use, simplifying data security 
management

The organization 
From humble beginnings as a traditional jeweller, Aspial Corporation 
Limited has grown into a leading jewellery group with multiple 
lines of business throughout Asia. And in many ways, its sensitive 
business data and customer and employee data are as valuable as 
its precious metals and gems. To safeguard its most vital business 
assets and comply with Singapore’s Personal Data Protection Act 
(PDPA), the company chose to partner with Proofpoint.

The challenge
Protecting an increasingly cloud-powered organization

Aspial has long been an industry leader. The company was the 
first public-listed jewellery retailer on the mainboard of Singapore 
Exchange Securities Trading Limited (SGX-ST). Aspial has also 
extended its operations into other lines of business. These include 
real estate, hospitality, financial services and precious metal trading.

Each day, a flood of critical business data passes through the 
company’s cloud-powered infrastructure and communications. 
The company needed to protect that data—and improve the 
governance and security of its cloud applications. So Aspial 
began exploring a variety of cybersecurity solutions. The 
organization turned to its partner, WEYX Solutions, for advice 
and support. WEYX helps businesses in Asia acquire the best 
solutions from all over the world, curating and customizing 
them to meet their requirements. It offers a rich set of hardware, 
software, managed services and security solutions.
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“We are digitally transforming more of 
our operations, and this initiative was 
aligned with our strategic direction,” 
said Simon Phai, IT Infrastructure Lead 
at Aspial Corporation Limited. 
The organization needed a solution 
that would work together with the 
organization’s existing systems. It also 
needed to help the five employees on 
his IT team work more efficiently.

The solution 
Protecting sensitive internal data 
and cloud-powered applications
Working closely with WEYX Solutions, 
the Aspial IT team considered multiple 
vendors through a proof of concept 
(POC). Aspial also looked at analyst 
research to find the best solution 
based on features, integration and 
stakeholder needs. WEYX Solutions 
recommended Proofpoint Cloud App 
Security Broker (CASB) and Proofpoint 
Endpoint Data Loss Prevention (DLP).

“Proofpoint was a good fit for 
several reasons,” said Lee Howe 
Goh, Managing Director at WEYX 
Solutions. “Proofpoint CASB provides 
a comprehensive approach to cloud 
security. This includes visibility, 
control and protection to safeguard 
against cloud-based threats and 
malware. And it can integrate 
with Aspial’s existing security 
infrastructure. What’s more, it’s 
compatible with a wide range of cloud 
applications and endpoints.”
To prevent data exfiltration and 
leakage, the Proofpoint Endpoint DLP 
solution offers advanced features, 
such as machine learning-based 
detection and remediation. The 
solution also helps the organization 
ensure compliance with data 
protection regulations.
Phai and his team deployed the 
solution fast, and the company saw 
benefits almost immediately.

“Our journey with Proofpoint has been positive. 
They have provided us with a comprehensive 
solution that improves our data security, visibility 
and compliance—while being well-supported by 
the vendor’s customer service.” 

SIMON PHAI,  
IT INFRASTRUCTURE LEAD, 
ASPIAL CORPORATION LIMITED
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“It took a few months to complete 
deployment and training for Proofpoint 
solutions,” said Phai. “A memorable 
moment was when the team 
successfully detected and prevented 
a major data breach early during 
deployment, highlighting its value.”

Proofpoint and WEYX Solutions 
worked hand in hand to help ensure 
all steps went smoothly.

“The Proofpoint team was knowledgeable, 
responsive and open to feedback,” 
said Goh. “This made our collaboration 
seamless and effective.”

The results
Enhancing protection while 
improving productivity

Aspial uses Proofpoint CASB and 
Endpoint DLP to monitor and control 
cloud application usage, prevent 
data leaks, enforce compliance and 
detect insider threats. Each day, 
the solution helps the team monitor 
user activities and manage cloud 
security policies. Aspial also uses the 
solution to regularly review its policy 
effectiveness, generate compliance 
reports and refine data protection 
strategies to adapt to evolving threats.

“We have reports generated 
automatically by the system, and 
every month we review them with 
management,” said Phai. “These 
reports help our leaders understand 
the value of the solution.”
Since deploying the solution, Aspial has 
unlocked a variety of benefits. The team 
has gained enhanced visibility into cloud 
applications. They can also identify and 
respond to threats faster. This reduces 
the risk of data breaches and helps the 
security team work more effectively.
“Deploying Proofpoint solutions has 
resulted in quantitative benefits, 
such as reduced incident response 
time and improved productivity by 
automating data loss prevention 
tasks,” said Phai. “And they have 
improved our efficiency in monitoring 
cloud application use. This saves us 
time in data security management.”
The Proofpoint sales and delivery 
teams have been supportive and 
effective. This has made it easier for 
Aspial to start using the solution. 
“For companies considering Proofpoint 
solutions, it’s a robust investment that 
brings enhanced security, visibility 
and compliance,” he said. “And 
the customer support makes the 
deployment journey much easier.”
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