
Digital Risk – Brand Fraud

They target your customers on multiple 
communication mediums

of consumers rely on 
social media to guide 
their purchases.5 

of social media 
accounts 
associated with 10 
top brands are 
fraudulent.

But, a recent Proofpoint 
study discovered

of phishing 
emails are 
opened by 
targeted users.2

of consumers would 
reconsider using a 
company if it failed to 
keep their data safe.3

Are you safeguarding your customers from 
receiving fraudulent emails that look like 

they came from your brand?

of consumers rate 
email as their most 
preferred method of 
communication.1

Fraudulent sites imitate your brand to sell knockoff versions 
of your products or deliver cyber attacks. Many criminals rely 
on spoofed or lookalike domains:

Typosquatting Fraudsters register misspelled versions of
your domain name 

Parked Domains Hackers pre-register lookalike domains for 
future attacks
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Brand fraud 
is a 

growing 
threat.

Cyber criminals imitate your brand name to bait your customers 
with scams, phishing, and offers for counterfeit products and 

services. And it’s costing your organization more than you realize.

Making purchases and managing 
bank transactions via mobile apps 
on smartphones and tablets is a 
standard practice. In fact, total app 
revenues are projected to grow to

Criminals want a piece of the pie. 
They create applications that imitate 
your brand. When your unsuspecting 
customers install the app, it can:

Mobile

To learn more about digital risk and Proofpoint Fraud Protection, 
visit www.proofpoint.com/digital-risk

Protect Your Brand

30% 73%72%

Are you aware of fraudulent pages
spoofing your domains?

Are all of the accounts affiliated with your 
brand legitimate?

Are you keeping track of 
your mobile app presence?

$76.52B 
BY 20174

ACCESS PERSONAL DATA
STORED ON THE DEVICE

STEAL THEIR
CREDENTIALS

DISTRIBUTE
MALWARE

19%

Proofpoint Fraud Protection is the only solution that protects your customers 
and your brand reputation across all these vectors. Proofpiont discovers brand fraud 

targeting your customers, then we help you take down fraudulent web pages, 
email domains, mobile apps, and social accounts. 
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Fraudsters tap into how consumers engage with
your brand to unleash their attacks. 

www.mybankonline.com www.mybank0nline.com vs. 
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