DATA PROCESSING AGREEMENT F— 2 OB T B 2 %
A. General W HI

1. Parties, Service Agreement. This Data CWMEE . AR REE ZoTF—XDOH
Processing Agreement (“DPA”) is between the WS T A5 (LT IADPA] L5 )
entity identified below as the Controller DL FICEEE & L CETE I NS K (UL
(the “Controller”, “Customer” or “Data T IgEE| | (hREe—] YL [F—&
Exporter”), and Proofpoint, Inc., 925 W. BEFE L5, ) L. B 74 A=T ).
I‘/Isude Avenue, PSunfnyvale, CA 946085 94085. Y =—_—JL. TITA h +E— ] -
“Processor,” “Proofpoint” or “Data . . ~ . —
Importer”) and is appended to, as applicable: Zro/c;‘p;in;tl In0925( ﬁjf %gf—é E? ®
(1) the Proofpoint Master Subscription F " ' e Pi" N .
Agreement or General Terms and Conditions . Proofpoint/ (‘%li 7 57yﬁﬁo%ﬂ ¢ 1’0
and applicable Product Exhibit(s); (2) an end Do) LOMTHIR SN, (1) TA—TRK
user license agreement (the online Customer AV b ARG = YT RT YT a R
Agreement, a EULA, clickwrap if any, or ( Proofpoint ~ Master  Subscription
clickthrough  agreement) accepted by Agreement ) ¥ L < (T — fix Bt 5l & fF
Controller on Controller’s initial registration (General Terms and Conditions) % OV H]
and access of the Proofpoint product or SNAHHEORMCE, (2) EHEN
service; or (3) any another written and signed Proofpoint ®#LG 7 L < i34 — & R ITHKH)
license agreement, including an evaluation ICBREER T 7B A LUTRRICRFE L=
agreement, between the parties under which Ra—¥I 4o 28K (2, A7
Processor provides products or services to A > @ Customer Agreement, EULA } (3%
Controller (each, the “Service Agreement”). W ZPEANT T T F I RUIT Y w7

2. Definitions. Words and expressions used in AN—=FRINBEEND, ) . XiT (3) =5t
this DPA but not defined including, without FPRLE L I3V — R 2 EHEE R4
limitation, “business,” “business purpose,” TAHZEZEDE, BLINTZEmMILD
“consumer”, “controller,” “data subject,” FOMOEYFEEROT A v 28K GE
“personal data,” “personal information,” M/ EEGT, ) CLTFENEFNE [P —
“processing,” “processor,” “sell,” “sensitive EREK LW H,) O BLEYTAEDIZ
data,” “service provider,” “sub-processor,” B E LTI S5,
“supervisory authority” and their respective
derivative terms, shall have the meanings set . EFE ADPATHDLN TWENERINT
forth in the privacy and data protection laws, WIRWHIEE R ORHEL (T3] | THERR] .
regulations, and decisions applicable to a NH&EFE) . TEEE) . TRA . MEA
party to this DPA (“Applicable Data T—4x] . MEAE®R . By T
Protection Law”), which may include, SE . MERTE . M —% ) . [H—
without limitation (i) the EU General Data RS . THEREFE . TEBYE
Protection Regulation (2016/679) (“GDPR”), NOINOKHEOIRAEEL SN, 2h
(i) the Brazilian General Data Protection Law SICIRE S8V, ) 1%, A DPA Y E# |z
of 2018, Brazil Federal Law 13.709/2018, Lei WHESND T T AN —(RHEROT — Z R
Geral de Protegao de Dados, (iii) the Japanese B A IEA R OWE (ULF EET— &
Act on the Protection of Personal Information REHES | L5, ) TEDLNAERAY
Act. No.57 of 2003 as amended, and its FBHED LTS, AT — 2 R ES T
applicable regulations, and (iv) the California () EU > — # (23608 (2016/679) N
Consumer Privacy Act of 2018, Cal. Civ. Code ’ ( <7 LT A
§1798.100 et seq. and its implementing (%‘T GDT?J & Z":) > \\(E) ‘?01\8$
regulations, in each case as amended, 7 7 ‘//1/2%‘7_&1%‘3%& (77 \//E@%
superseded or replaced from time to time. 1% 13.709/2018) (Lei Geral de Protecéo de

Dados) . (i) HADENIGHROIRHEIZRE
3. Processing of Controller Data. The nature and

subject matter of the processing carried out
by Proofpoint on Controller’s behalf and
Controller’s instructions to Proofpoint are
described in the Service Agreement (the data
so processed shall be hereinafter referred to
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as “Controller Data”). The types of
personal data and categories of data subjects
including, without limitation, the processing
operations, are set forth in Schedule 1 to this
DPA.

. Rights of Data Subjects. Subject to Applicable
Data Protection Law, Processor will, to the
extent legally permitted, promptly notify
Controller if Processor receives a request
from a data subject to exercise the data
subject's rights under Applicable Data
Protection Law, and reasonably assist
Controller in responding to such request.
Controller shall review, respond to and
otherwise handle any such request at its own
responsibility and expense.

. Security Breach. Subject to Applicable Data
Protection Law, in the event of a known
unauthorized use, disclosure or acquisition by
a third party of personal data that
compromises the security, confidentiality, or
integrity of personal data maintained by
Processor (“Security Breach”), Processor will
notify Controller in writing of the breach
without undue delay and provide periodic
updates including any information required by
Applicable Data Protection Law. Should
Controller deem it appropriate to inform any
supervisory authority, data subject or other
party, to the extent such notice makes
reference to Processor, whether explicitly by
name or otherwise, Controller shall inform
Processor in advance and consider any
changes requested by Processor in good faith.

. Cooperation with Supervisory Authorities.

Processor shall provide reasonable
assistance to Controller in the cooperation or
prior consultation with the supervisory
authority in the performance of its obligations
under Applicable Data Protection Law.
Additionally, in connection with the
supervisory authority’s request, at
Controller’s expense Processor shall make
reasonable efforts to acquire the reasonable
cooperation and assistance of sub-
processors in providing access to relevant
information needed to fulfil Controller’s
obligations under Applicable Data Protection
Law.

. Confidentiality of Controller Data. Processor

will not disclose to any third-party
government body or public authority, any
Controller Data, except in each case, as
necessary to comply with applicable law or
regulation, or a valid and binding order of a
governmental body (such as a subpoena or
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court order). If a governmental body sends
Processor a demand for sensitive Controller
Data, Processor will attempt to redirect the
governmental body to request this data
directly from Controller. As part of this effort,
Processor may provide Controller’s basic
contact information to the governmental
body. If compelled to disclose Controller Data
to a governmental body, then Processor will
give Controller reasonable notice of the
demand to allow Controller to seek a
protective order or other appropriate remedy
unless Processor is legally prohibited from
doing so. Under the United States’ Foreign
Intelligence  Surveillance  Act (FISA),
Processor is a “remote computing service”
and not a telecom provider and therefore
unlikely (in Processor’s opinion) to be the
subject of a government request under such
laws.

8. Security of Personal Data. Processor shallata
minimum implement the technical and
organizational measures specified in
Schedule 1 to ensure the security of personal
data. Processor shall grant access to
personal data undergoing processing to
members of its personnel only to the extent
necessary for implementing, managing and
monitoring the Service Agreement. Processor
shall ensure that persons authorized to
process personal data received have
committed themselves to confidentiality or
are under an appropriate statutory obligation
of confidentiality.

9. Appointment of Subprocessors. Controller
hereby provides general consent to Processor
to use Subprocessors. Controller
acknowledges and agrees that (a) Processor’s
affiliates may be retained as Subprocessors,
and (b) Processor and its affiliates
respectively may engage  third-party
Subprocessors in connection with the
provision of the Services. Processor or its
affiliate(s) engaging a Subprocessor shall
enter into a written agreement with each such
Subprocessor containing data protection
obligations not less protective than those in
this DPA with respect to the protection of
Controller Data to the extent applicable
depending on the nature of the service
provided by such Subprocessor. Processor
shallremain fully responsible to Controller for
the performance of  Subprocessors’
obligations in accordance with its contract
with Processor or its affiliate(s).

10.Verification and Audit. Processor shall make
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available to Controller, upon reasonable
written request and subject to the execution
of a dedicated non-disclosure agreement,
information related to the processing of
personal data of Controller as necessary to
demonstrate Processor’s compliance with
the obligations under this DPA. Processor
shall allow for onsite inspection requests by
Controller or an independent auditor in
relation to the processing of personal data to
verify that Processor is in compliances with
this DPA, if (a) Processor has not provided
sufficient written evidence of its compliance
with the technical and organizational
measures; (b) a Security Breach has occurred;
(c) an inspection is officially required by
Controller’s supervisory authority; or (d)
Applicable Data Protection Law provides
Controller with a mandatory on-site
inspection right; and provided that Controller
shall not exercise this right more than once
per year unless Applicable Data Protection
Law requires more frequentinspections. Such
facility inspections shall be conducted in a
manner that does not impact the ongoing
safety, security, confidentiality, integrity,
availability, continuity and resilience of the
inspected facilities, and/or otherwise expose
or compromise any confidential data
processed therein. Each party shall bear its
own cost associated with any audit or
inspection.  This shall also apply to any
provision of information or audit pursuant to
Section 8.9 (c-e) of the Standard Contractual
Clauses.

11.Termination. Controller acknowledges and
agrees that in the event of a suspension or
termination of any data processing under this
DPA or Clause 18 of the Standard Contractual
Clauses, the timeframe for Processor’s
cessation of all processing and deletion of
personal data will be governed by the
retention periods set forth at
www.proofpoint.com/legal/trust/product_pro
cessing_operations.
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B. Processing and Transfer of Datain the EU

The parties agree that with respectto EU Personal
Data, all data processing shall be in compliance
with the General Data Protection Regulation (EU)
2016/679 of the European Parliament and of the
Council of 27 April 2016 (“GDPR”). Proofpoint
is certified under the EU-U.S. Data Privacy
Framework (“DPF”), adheres to DPF principles,
and has extended its DPF certification to include
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http://www.proofpoint.com/legal/trust/product_processing_operations.
http://www.proofpoint.com/legal/trust/product_processing_operations.
http://www.proofpoint.com/legal/trust/product_processing_operations
http://www.proofpoint.com/legal/trust/product_processing_operations

the UK-US Data Bridge. Such certification and
extension can be found at
https://www.dataprivacyframework.gov.

Solely for the provision of Service under the
Service Agreement, personal data may be
transferred to and stored and/or processedin any
country in which Processor or its sub-processors
operate, which may include third party countries.
All transfers of personal data out of the European
Economic Area shall be governed by the Standard
Contractual Clauses annexed to the EU
European Commission Decision (EU) 2021/914
(the “SCCs”) Module 2 (Controller to Processor).
Proofpoint provides the optiontoits customersto
choose one, or both, of these data transfer
mechanisms as the legal basis to transfer
personal data from the EU to the US, and to
process such personal data in the US. If
Controller optsto use the SCCs, the parties agree
to incorporate such SCCs by reference as
follows:

1. Optional clauses: none of them are included
and applicable between the parties, except
as set forth below.

2. Clause 7, Docking Clause shall apply for any
of Controller’s Affiliates entitled to access
the Services pursuant to the Service
Agreement.

3. Clause 9 option 2: general authorisation for
sub-processors and the parties agree that
the time period for notification of changes to
sub-processors shall be 30 days.

4. Clause 13 (Supervision): shall be as follows:

a. Where Controller or a Controller affiliate is
established in an EU member state, the
supervisory authority with responsibility
for ensuring compliance by Controller or a
Controller affiliate with the Applicable
Data Protection Law as regards the data
transfer shall act as competent
supervisory authority.

b. Where Controller or a Controller affiliate is
not established in an EU member state the
Netherlands supervisory authority shall
act as competent supervisory authority.

5. Clause 17 (Governing law): the clauses shall
be governed by the law of one of the EU
Member States, provided such law allows
for third- party beneficiary rights. The parties
agree that this shall be: (a) the laws of the
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country specified inthe Service Agreement if
the Service Agreement is governed by the
laws of an EU member state, or (b) the laws
of the Netherlands if the Service Agreement
is governed by the laws of a third country.

6. Clause 18 (Choice of forum and
jurisdiction): the parties agree that those
shall be the courts (i) specified in the Service
Agreement if the Service Agreement has
appointed a court of an EU member state, or
(ii) the courts of Amsterdam if the Service
Agreement has appointed a court of a third
country.
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C. Transfers from other countries:

If the parties have ticked any of the following
sections, the respective additional terms shall
apply for the processing of data for data subjectsin
those countries:

Switzerland

In respect of Swiss personal data, the SCCs and
the selections set out above in Section B for EU
Personal Data shall apply, except that:

1. The competent supervisory authority
under the clause 13 of the EU SCCs shall be
the Swiss Federal Data Protection and
Information Commissioner.

2. The applicable law for contractual
claims under clause 17 of the EU SCCs shall
be Swiss law and the place of jurisdiction for
actions between the parties pursuant to
clause 18 (b) shall be the Swiss courts.

3. Reference to the GDPR in the SCCs
are to be understood as references to the
Swiss Federal Data Protection Act of 19 June
1992 or any successor thereof.

4. The term “member state” in the EU
SCCsshall not be interpreted in such away as
to exclude data subjects in Switzerland from
the possibility of suing for their rights in their
place of habitual residence (Switzerland) in
accordance with clause 18 (c) of the EU SCCs.

United Kingdom

In respect of UK Personal Data, the UK
Addendum shall apply but, as permitted by
clause 17 of such addendum, the Parties agree to
change the format of the information set out in
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Part 1 of the addendum so that:

1. the details of the parties in table 1
shall be as set out in Annex | (with no
requirement for signature);

2. for the purposes of table 2, the
addendum shall be appended to the EU SCCs
(including the selection of modules and
disapplication of optional clauses as noted in
Section B above; and

3. the appendix information listed in
table 3is setoutin Annex |, Il and Ill.

4. For table 4, neither party may end the
UK Addendum as per Section 19.

5. The UK Information Commissioner's
Office shall act as competent supervisory
authority.

Other Countries

In jurisdictions where the DPF and/or the GDPR
do not apply, the parties will conform to the
principles of the DPF and the terms of this DPA.
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IN WITNESS WHEREOF, Proofpoint and Customer
represent and warrant to the other that the person T
entering into this DPA is authorized to sign this DPA LRI
on behalf of their respective party. —
B
Customer: el -
Signature: EBH4H
Individual Signing:
Title: Proofpoint, Inc. :
B . %&
Proofpoint, Inc.: EE e
Signature: Kyle Chin
%_& el
Individual Signing: GVP, General Counsel




Title:

GVP, General Counsel

Signing Date:

SCHEDULE 1 B 1
ANNEX | B
A. LIST OF PARTIES A YEE-E

Data exporter(s): The data exporter is
the identified as Controller on page 1 of
this DPA.

Data importer(s): The data importer is
Proofpoint, Inc., a provider of email and
social media security services, threat
analytics, security training, and other
security services.

B. DESCRIPTION OF TRANSFER

Data subjects are Controller’s
employees and contractors, and the
employees and contractors of
Controller’s customers and vendors.

Categories of data: The categories of
data are identified in the table located at
www.proofpoint.com/legal/trust/produc
t_processing_operations.

Processing operations: The frequency
of transfer, nature and purpose of the
processing, retention period are
identified in the table located at
https://www.proofpoint.com/us/legal/tr
ust/product-processing-operations.

C. COMPETENT SUPERVISORY AUTHORITY
Identify the competent supervisory
authority/ies in accordance with Clause 13

As set forth in Section B.4.a of this DPA.
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ANNEX Il

TECHNICAL AND ORGANISATIONAL MEASURES
INCLUDING TECHNICAL AND ORGANISATIONAL
MEASURES TO ENSURE THE SECURITY OF THE
DATA

The current Technical and Organizational Measures
can be found at
www.proofpoint.com/legal/trust/technical-and-
organizational-measures

ANNEX I

The current list of sub-processors for the Service is
available on the Proofpoint Trust Site at:
https://www.proofpoint.com/us/legal/trust/subpr
ocessors. In the event Processor makes any
changes or additions to such list, to the extent
Controller has subscribed to receive notifications
on the Trust Site, Processor shall provide notice of
such changes by e-mail. The parties agree that
this notification satisfies the notification
requirements of Section 28.2 of the GDPR and
Clause 9 of the SCCs.
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