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Proofpoint 2020 Holiday Kit

The holidays are a threat to businesses and consumers alike. 
Fake offers and notices flood corporate and personal emails, 

mobile devices and social sites.

And scammers know people are distracted and cloak their intent 
as legitimate holiday commerce.  The time is now to remind your 

users that extra caution and diligence is needed!

Holiday Kit

Introduction



How to Use This Campaign
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The ZIP file provides written, visual and video content that can be emailed, displayed, 
posted or presented throughout the season. You’ll find a descriptions and how to use 
the materials—in Section 1. We’ve also developed a suggested communication plan 
and schedule (see Section 2). Here, you’ll find guidance and tips for successfully and 

executing a holiday awareness campaign with the materials provided.

Cybersecurity best practices and users are critical to maintaining strong security 
postures. To help organizations raise awareness of the holiday season scammer 
activity, we’ve curated a selection of free resources to support your user’s safe 

computing during the 2020 holiday shopping season.



Available Resources
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Attack Spotlight Poster: 
Build awareness of 

fraudulent shipping notices 
that may appear in users 
work and home devices.  

(3) Holiday Shopping 
Briefs:  Easy to read 

articles that will educate 
your users on the scams 
and hazards of holiday 

shopping.   

Video on WiFi Hazards:  
Fun and engaging 60 
second video on the 

dangers of connecting to 
public WiFi.

Video on Email Security:  
Another fun and engaging 
60 second video to remind 
your users that mailing of 
the dangers of sending 

confidential information or 
clicking unknown links. 

Video on Web Surfing:  
A longer video at 3 minutes 
but hilarious skit on how to 

spot and avoid dangers 
while surfing the web.

WFH Awareness Kit: 
Working from home 
continues for most 

organizations – we’ll 
provide your users the 
tools and knowledge to 
stay safe outside the 

corporate network



Suggested Program Plan

In the next few pages you will find ideas for executing your holiday security refresher 
awareness. The best timing for launching your program is before the shopping landmark 
known as “Black Friday.”  This is traditionally when the holiday season kicks off.  
In this template we provide a (4) week rollout of the holiday kit to help your users stay safe!

– Week 1: Launch the program
– Week 2: Webinar reviewing safe practices during the holiday season
– Week 3: Fun, short videos to help reinforce learnings
– Week 4: Reinforcement of safe WFH practices

We encourage you review your challenges and adjust this suggested rollout to meet the needs 
of your organization.
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Suggested Program Plan:  4 Weeks of Holiday Awareness

Week 1 Week 2 Week 3 Week 4

Emails Be Alert During the 
Holidays

Spotting Scams Watch Out for Fake 
Emails and Website

Wrap Email/WFH 
Refresher

Email 
Attachments/Links 

• Poster on Fake 
Shipping Notices
(PDF in compressed folder)

• Video on WiFi 
Hazards View Here

• Article on Holiday 
Scam Examples 
(‘Avoiding Holiday Scams Article’ 
PDF)

• Article on Avoiding 
Holiday Scams 
(‘HolidayScamExamples’ PDF)

• Video on Phishing
View Here

• Video on Web Surfing 
View Here

• Training Module on 
WFH View Here

• 3 Steps for Updating 
Security Settings on 
Home WiFi Networks 
View Here
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https://share.vidyard.com/watch/UQAcwaFMiFVHXLJVFtva5a?
https://share.vidyard.com/watch/o88mJgEjeYmiEVntvnw1N4?
https://share.vidyard.com/watch/5CtT5HZFsKWxPXP21q8vEf?
https://www.proofpoint.com/us/resources/awareness-materials/wfh-awareness-program
https://www.proofpoint.com/us/resources/awareness-materials/wfh-awareness-program


Suggested Program Plan:  Weekly Email Templates
Week 1 Week 2 Week 3 Week 4

Holiday Campaign Launch Spotting Scams Watch Out for Fake Emails and 
Website

Wrap Email/WFH Refresher

Subject: Holiday Security Refresher: 
Stay safe this season!

We are launching a 4-week program to 
help you recognize the deceptions and 
tactics of cybercriminal, thieves and 
scammers; they will be especially active 
this season with more online shopping 
than ever.  Each week we will feature 
articles, videos and posters to help you 
remember that simple practices and 
caution, can keep you safe.  This week 
we have a poster for you on how to spot 
fraudulent shipping notices, an 
informative article on holiday scams and 
finally, a refresher video on WiFi safety if 
you find yourself shopping at a retailer 
outlet. Enjoy the video, poster and article!

Subject: Holiday Security Refresher: 
Shopping scams and examples

Cybercriminals and thieves are working 
around the year to perfect the 
malfeasance.  And this year they will be 
especially active with more shopping 
online than ever before.  This week in our 
holiday security refresher we feature two 
articles to help you spot and avoid 
shopping scams.  These non-technical 
articles are easy reads for everyone and 
will help illuminate the types of dangers 
you will face shopping online.  First, what 
are the scams and to avoid them.  And 
second, examples of phishing emails and 
ad.  Enjoy the articles!

Subject: Holiday Security Refresher: 
Spotting fake emails and browsing safety

Extra caution is needed in the holiday 
season.  Scammers will try to lure to fake 
shopping sites or click on links in fake 
emails that claim to provide order 
updates or shipping notices.  Please see 
the links in this email to enjoy to funny 
but very informative emails.  We have 
provided a quick video on phishing to 
remind you that you must be diligent with 
all emails you receive.  And below find a 
link to humorous skit on web security to 
remind you that scammers will offer you 
free goods to entice you to click on 
malicious links.  Enjoy the videos!

Subject: Final Holiday Security 
Refresher: Defending yourself while 
working at home

Keeping security top of mind is especially 
important when you are working 
remotely.  Extra precautions are needed 
to avoid risky actions and identify 
potential threats.  So we are providing 
you additional information on WFH to 
ensure protect your work and home 
computing from scammers and attackers.  
Please view the linked training module 
and read the attached article about 3 
simple steps you can take to improve 
your home WiFi security. These are 
designed to keep you aware and a step 
ahead of the bad guys!
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