
The Proofpoint Level One—Email Fraud Defense 
course provides an overview of Proofpoint 
Email Fraud Defense, a thorough grounding 
in understanding email fraud, and how to use 
Email Fraud Defense to protect against it.

Course Outline

• Lesson 1: Email Fraud Threats 
Provides an overview of the mail fraud threats, including spam, 
phishing, spoofing. It also explains how the Email Fraud Defense 
can help protect against them.

• Lesson 2: Email Authentication 
Looks at the three main authentication protocols: SPF, DKIM and 
DMARC. It also explains the importance of DMARC as the only 
means to ensure email authentication for your domains.

• Lesson 3: Implementation Requirements 
Examines the product onboarding process, email governance 
and monitoring, policy enforcement and evaluation, and ongoing 
maintenance.

• Lesson 4: Authentication Tab Overview 
Explores the Email Fraud Defense Authentication tab and looks at 
domains and data filtering.

• Lesson 5: Reporting and Set-up 
Provides an overview of the Email Fraud Defense reporting 
capabilities, as well as managing domains, IPs and alerts.

• Lesson 6: Threats Tab Overview 
Gives a detailed explanation of the product’s Threats tab 
functionality and takes a closer look at filtering, details views, and 
employee threats.

• Exam: Level One for Proofpoint Email Fraud Defense 
Test your knowledge and earn the Proofpoint Level One Email 
Fraud Defense certificate.
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Format
Web-Based Training (WBT)

Duration
1.5 hours 

Intended Audience
This course is recommended 
for administrators who are 
new to Proofpoint Email Fraud 
Defense.

Prerequisites
None

Registration
Contact training@proofpoint.com 
for registration information.
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