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Proofpoint Cloud Account Defense (CAD) and 
Proofpoint Cloud App Security Broker (PCASB) use a 
variety of enrichment sources and analytics to detect 
suspicious logins and suspicious activity.  As a security 
administrator, you can create rules to alert appropriate 
parties and perform remediation if desired. This course 
will show you how to create and modify rules in CAD 
and PCASB to protect your organization from account 
compromise and malicious files by providing visibility to 
what is happening in the cloud.

Course Outline
Lesson 1: Introduction
This lesson introduces rule configuration, rule components, and remediation 
options 

Lesson 2: Configuring Rules
This lesson explains how to configure rules in the user interface.  

Lesson 3: Suspicious Logins
This lesson provides an example of why we need to detect suspicious logins 
and how to create rules to detect suspicious logins.

Lesson 4: Suspicious Activities
This lesson provides an example of why we need to detect suspicious activities 
and how to create rules to detect suspicious activities.

Lesson 5: Hybrid O365 / TRAP Integration
This lesson explains how and why to your hybrid O365 environment and Threat 
Response Auto-Pull (TRAP) to allow the suspend user and force password 
change on the next login remediation options.
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FORMAT
Web-based Training (WBT)

DURATION
50 minutes

INTENDED AUDIENCE
Customers, partners, and  
employees in a security 
administrator role

Prerequisite
None

REGISTRATION
Contact training@proofpoint.com
for registration information. 

ABOUT PROOFPOINT
Proofpoint, Inc. (PFPT) is a leading cybersecurity company that protects organizations’ greatest assets and biggest risks: their people. With an integrated suite of cloud-based solutions, 
Proofpoint helps companies around the world stop targeted threats, safeguard their data, and make their users more resilient against cyber attacks. Leading organizations of all sizes, 
including more than half of the Fortune 1000, rely on Proofpoint to mitigate their most critical security and compliance risks across email, the cloud, social media, and the web. More information 
is available at www.proofpoint.com. 
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