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Proofpoint Enterprise Archiving
for Insurance
Stay Compliant and in Control

Insurance companies like yours have to comply with many regulations, both state
and federal. These cover the preservation, protecting and accessibility of business
records. The demands of these regulations create organizational challenges,
but they can be addressed effectively with the right organizational policies and
technology. Proofpoint Enterprise Archive is a cloud-based archiving solution that
simplifies legal discovery, regulatory compliance and end-user data access. It
gives you a central, searchable repository of a wide range of content types. And
it eliminates the headache of managing an archive in-house.
COMPLIANCE AND DISCOVERY FEATURES
Enterprise Archive offers security and performance to meet today’s compliance and discovery-readiness needs for
insurance companies.
Fast access for early case insight
Enterprise Archive’s high-performance search features give you insights to help you refine your discovery strategies.
Your legal team can easily search in near real time. This can be done across email and within more than 500 types of
attachments, social media and enterprise-collaboration communications. Instant access to data greatly reduces your time
and cost of collecting, filtering, and searching the data collected through restored backup tapes, imaged hard drives and
Microsoft Outlook PST files.
Rich data visualization
With our optional advanced analytics, you get advanced insight into electronically stored information (ESI). This helps you
with better decision-making. Interactive visuals help you understand your search results. Get insight into key parties, top
terms, and content distribution over time.
Fast self-service export
Enterprise Archive lets your legal team quickly export large volumes of relevant content in PST or EDRM XML formats—
without professional services fees. The system can automatically upload the results to third-party service providers. That
means fewer delays and questions about compromised chain of custody.
Easy-to-enforce retention policies
Enterprise Archive helps you create, maintain and—most important—consistently enforce your information retention policies.
This enforcement is automatic and based on rules you can configure. When the data has reached the end of its retention
period, high-performance disposition lets you quickly purge it. Every policy change and disposition action is tracked, which
gives you a truly defensible disposition process. What’s more, we can help you comply with specific insurance industry
regulations such as GBLA, HIPAA/HITECH and SOX. We can also help you comply with financial regulations like FINRA and SEC.
Fully automated legal hold processes
With Enterprise Archive, your litigation hold process is simple and fully automated. Your legal team can instantly preserve
data in holds beyond their assigned retention periods. You can assign access to search exclusively within data assigned to
a hold. And an easy-to-use interface provides a full reporting and audit trail. These unique features help you manage datapreservation requirements in an efficient, transparent way.
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Intelligent supervision for regulatory compliance
Proofpoint Intelligent Supervision is an optional module that is built on top of Enterprise Archive. It allows your compliance
staff to systematically review messages. This includes email, social media, Bloomberg and instant messaging. Content
selected for review—either as potential policy violations or through a random sampling process—is automatically routed
to the users authorized to act on them. Intelligent Supervision also provides reports that help you manage the review
process and keep you ready for regulatory audits.
Broad support for social and collaboration solutions
Enterprise Archive supports a wide range of content types. Proofpoint Enterprise Collaboration Archiving and Proofpoint
Digital Risk populate the archive with data from all key collaboration and social-media platforms.

INNOVATIVE CLOUD ARCHITECTURE DESIGNED FOR SCALE AND MAXIMUM SECURITY
Enterprise Archive securely archives data in our innovative, grid-based cloud storage infrastructure. This ensures you have
easy access to your data. You get the performance, scalability and cost savings of the cloud—and the highest levels of
security and privacy.
Failsafe archiving process
Unlike other cloud-based tools, Enterprise Archive gives you two options to ensure complete capture. With an optional onpremises appliance, its “pull-and-confirm” method pulls messages from the journaling mailbox. Then it confirms that they
are stored in the archive before removing them from the journal. And if you have a fully hosted deployment, our optional
Compliance Gateway solution provides you with a reconciliation process. It also provides reporting to give auditors
evidence of complete capture.
Search performance guarantee
We guarantee our search performance. You can always count on having reliable access to archived data in seconds.
Other on-premises tools slow down over time and require constant hardware upgrades as the data store grows. Enterprise
Archive scales up on demand. Our grid storage architecture and parallel search technology ensure real-time search
performance. And it stays fast no matter how large your archive grows or how complex your searches get.
The most secure archive in the industry
With our patented Double Blind™ Key Architecture, we’re the only archiving vendor that ensures the data leaving your site
is always encrypted. You get uncompromised data security. Your data is protected both in transit from your environment
and while under management within our cloud infrastructure. Your encryption key is unique to you. And you can manage
the encryption key for full control over who can access your data within the archive. We couple this breakthrough
approach with operational and security practices that are SSAE-16 certified. This gives you the assurance of complete
data privacy and uncompromised security.

Proven Success
Delivering business-critical data is a full-time job. Our SSAE-16 Type II certification is not just for our physical facilities, but
also for the service itself. This includes our global data centers and our world-class support and operations infrastructure.
We proactively identify issues and take action. And in many cases, we take care of things before you’re even aware of the
problem. Our market-leading customer renewal rates and customer satisfaction ratings reflect our responsive, seamless
customer experience.
To learn more visit visit proofpoint.com
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