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          Aegis Threat Protection PlatformDisarm BEC, phishing, ransomware, supply chain threats and more.

          Sigma Information Protection PlatformDefend your data from careless, compromised and malicious users.

          Identity Threat Defense PlatformPrevent identity risks, detect lateral movement and remediate identity threats in real time.

          Intelligent Compliance PlatformReduce risk, control costs and improve data visibility to ensure compliance.

          Premium ServicesLeverage proactive expertise, operational continuity and deeper insights from our skilled experts.
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                New threat protection solution bundles with flexible deployment options 
                AI-powered protection against BEC, ransomware, phishing, supplier risk and more with inline+API or MX-based deployment
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            Combat Email and Cloud ThreatsProtect your people from email and cloud threats with an intelligent and holistic approach.

            Change User BehaviorHelp your employees identify, resist and report attacks before the damage is done.

            Combat Data Loss and Insider RiskPrevent data loss via negligent, compromised and malicious insiders by correlating content, behavior and threats.

            Modernize Compliance and ArchivingManage risk and data retention needs with a modern compliance and archiving solution.

            Protect Cloud AppsKeep your people and their cloud apps secure by eliminating threats, avoiding data loss and mitigating compliance risk.

          

          
            Prevent Loss from RansomwareLearn about this growing threat and stop attacks by securing today’s top ransomware vector: email.

            Secure Microsoft 365Implement the very best security and compliance solution for your Microsoft 365 collaboration suite.

            Defend Your Remote Workforce with Cloud EdgeSecure access to corporate resources and ensure business continuity for your remote workers.

            Authenticate Your EmailProtect your email deliverability with DMARC.

            Why ProofpointToday’s cyber attacks target people. Learn about our unique people-centric approach to protection.
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            Resource LibraryFind the information you're looking for in our library of videos, data sheets, white papers and more.

            BlogKeep up with the latest news and happenings in the ever‑evolving cybersecurity landscape.

            PodcastsLearn about the human side of cybersecurity. Episodes feature insights from experts and executives.

            New Perimeters MagazineGet the latest cybersecurity insights in your hands – featuring valuable knowledge from our own industry experts.

          

          
            Threat GlossaryLearn about the latest security threats and how to protect your people, data, and brand.

            EventsConnect with us at events to learn how to protect your people and data from ever‑evolving threats.

            Customer StoriesRead how Proofpoint customers around the globe solve their most pressing cybersecurity challenges.

            WebinarsBrowse our webinar library to learn about the latest threats, trends and issues in cybersecurity.
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            About ProofpointProofpoint is a leading cybersecurity company that protects organizations' greatest assets and biggest risks: their people.

            Why ProofpointToday’s cyber attacks target people. Learn about our unique people-centric approach to protection.

            CareersStand out and make a difference at one of the world's leading cybersecurity companies.

          

          
            News CenterRead the latest press releases, news stories and media highlights about Proofpoint.

            Privacy and TrustLearn about how we handle data and make commitments to privacy and other regulations.

            Environmental, Social, and GovernanceLearn about our people-centric principles and how we implement them to positively impact our global community.

          

        

      

      
        Support
        
          Access the full range of Proofpoint support services.
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      Federal cybersecurity teams are under intense scrutiny as public sector breaches dominate headlines. Unfortunately, another critical threat is looming. According to our research, malicious mobile applications are the number one attack vector against federal mobile devices and employees.


In December 2015, we discovered rogue app stores allowing users to download malicious apps onto non-jailbroken iPhones and iPads. That month alone, forty percent of our largest government agencies and private sector TAP Mobile Defense customers had users accessing rogue app stores and downloading illegitimate apps. These apps could be stealing data or passwords. Risk is increasing as federal agencies adopt mobile devices to improve productivity and reduce costs.


Apps are going virtually unchecked. Security teams have little insight into downloaded apps, accessed data and where their data is going. Many rely solely on consumer-oriented app stores (such as Apple App Store, Google Play and Amazon App) to stop risky and malicious apps.


During unchecked installation, federal employees agree to permissions that lead to data loss, credential theft and private data disclosure. Relying on built-in app store security isn’t wise. They are failing to keep malicious apps out. In the last three months, we have seen:


	The widespread xCodeGhost malware infection target app developers, resulting in thousands of compromised Apple apps
	The emergence of iBackDoor, where an advertising app library was infected and it downloaded new apps onto user devices
	The rise of the “DarkSideLoader” rogue app store where criminals obtain legitimate enterprise distribution certificates to target non-jailbroken devices and install modified/tampered free apps  

We analyzed more than 15,000 DarkSideLoader iOS apps over the last three months. Each one was altered. These app stores, which are a global criminal enterprise, obtained Apple Enterprise Distribution certificates fraudulently from Chinese, Middle Eastern and Belgian companies.


To help federal agencies combat the threat, we have partnered with solution providers and resellers to provide our Proofpoint Targeted Attack Protection (TAP) Mobile Defense solution. Please see Triad Technology’s recent announcement.


Our tight integration with MobileIron and AirWatch MDM systems also ensures quick deployment. For more information on why you can’t rely on mobile app stores, please click here. 
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