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SOLUTION BRIEF

Proofpoint Cloud App Security
Broker laasS Protection

|dentify Misconfigured Cloud Services
and Protect Sensitive Data in laaS Storage

CHALLENGES

* Misconfigurations

» Unknown resources and laaS accounts
 Data loss and compliance

* Cloud account takeover

KEY CAPABILITIES

» Simplify multi-cloud security
and compliance with centralised
governance for all laaS resources
across vendors, accounts and regions
* |dentify misconfigured security settings
that deviate from published baselines
* Monitor and analyse user behaviour
to detect and stop unauthorised logins
and administrative activity
* Protect sensitive data in laaS storage
» Discover and govern unsanctioned
laaS accounts
* Deploy quickly in the cloud

PRODUCTS

¢ Proofpoint Cloud App Security Broker
(CASB)
 Proofpoint CASB laaS Protection

Cloud adoption is accelerating. Just as business and IT teams opt
to deploy SaaS apps to improve agility, elasticity and scale, so do
DevOps teams. They are developing new applications and services
on cloud infrastructure.

Your organisation may have tens or hundreds of laaS accounts with workloads
deployed on a single or multiple cloud services. Due to data privacy regulations,

you may have to store your data on cloud repositories located in different regions of
the world. The lack of visibility into the gaps in your cloud security posture can make
it difficult to maintain laaS security and ensure compliance and cloud threats such as
compromised accounts and lack of well-trained staff can add to the complexity.

Customer misconfiguration, mismanagement and mistakes can lead to large-scale
breaches. Attacks on cloud services such as Amazon Web Services (AWS), Microsoft
Azure or Google Cloud (GCP) can result from such oversight. Security and risk
management leaders must identify and mitigate these risks. laaS accounts, resources and
sensitive data in cloud storage such as customer or patient records should be secured.

To protect your laaS environments and ensure compliance, Proofpoint CASB laaS
Protection (laaS Protection) provides

* |laaS discovery

¢ Cloud Security Posture Management (CSPM)

» Data security

 Threat protection

* Adaptive access controls

laaS Protection is an add-on feature of Proofpoint CASB.
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* CIS Foundations
e PCIDSS

* ISO 27001

* SOC TSP

And when it identifies misconfigurations that present a security
risk, it recommends the best practices for fixing them.

[dentify misconfigurations in laaS environments

laaS Protection helps you govern security posture in your
multi-cloud environment. This feature of Proofpoint CASB
discovers configurations and settings that deviate from
published baselines in laaS services. That includes settings
such as a “root” user account that is not enforcing multi-factor
authentication. laaS Protection evaluates your virtual machine,
storage, network and access controls settings against the
following four security baselines.

SECURITY POSTURE Izaer
laa$ Provider: aws Araure O Google Cloud $3, Ec2, lam E ‘ Failed |x Y ADD FILTER
TOTAL 437 FAILED CHECKS
m Critical W High ® Medium Low Informational B Not Applicable

STATUS = Ryt & SERVICE NAME ¥ RESOURCE TYPE @ #RESOURCES @ SEVERITY © UPDATED AT P ACCOUNT

© Failed 4.2 Ensure no security groups allow ingress from 0.0.0.0/0 to port 3389 Ec2 SecurityGroup 3 out of 12 (25%) P High Dec 9, 20, 4:25 AM 845374082829

ADDITIONAL DETAILS RESOURCES

Standard Cis-aws-foundations-benchmark am:aws:ec2:us-east-1:8453 -group/sg-0b77ad | Us-east-1

Version: 1.20 am:aws:ec2:us-east-1:8453 -group/sg-Oedd6f6b | Us-east-1

Control ID: 4.2 arn:aws:ec2:us-east-1:845374082829:security-group/sg-01c8871394c1dbeda | Us-east-1

Updated At: Dec 9, 20, 4:25 AM

Description: Security groups provide stateful filtering of ingress/egress network traffic to AWS resources. It is

recommended that no security group allows unrestricted ingress access to port 3389

Recommendations For directions on how to fix this issue, please consult the AWS Security Hub CIS documentation

@ Failed 4.1 Ensure no security groups allow ingress from 0.0.0.0/0 to port 22 Ec2 SecurityGroup 1 out of 12 (8.33%) 3 High Dec 9, 20, 4:25 AM 845374082829

0 Failed PCI.IAM.2 IAM users should not have IAM policies attached lam User 17 out of 30 (56.67%) Low Dec 8, 20, 10:25 PM 845374082829

o Failed IAM.2 IAM users should not have IAM policies attached lam User 17 out of 30 (56.67%) Low Dec 8, 20, 10:25 PM 845374082829
Total Controls: 37 Last updated on: 12/9/2020, 10:50:03 AM ‘ ™ Export

Figure 1: Security posture dashboard showing a misconfiguration, the instructions on how to meet the security baselines
and a list of resources that failed to meet the standard.




PROOFPOINT CLOUD APP SECURITY BROKER IAAS PROTECTION | SOLUTION BRIEF

Mnnnur and [}ﬂm'rul p”\”leged USers a[}"v”v Proofpoint CASB with laaS Protection enables you to set
people-centric policies (Figure 2). Such policies are based

on rich context and output alerts in the event of unauthorised
privileged user activities. The context includes user risk, location,
device and network, as well as any cloud app the user is trying
to access. For example, you can prevent admin activities such
as changes to bucket permissions from block-listed countries.

Unlike SaaS applications, most laaS users are privileged users
such as DevOps engineers or software developers. They can
deploy, delete and configure laaS resources such as virtual
machines and cloud storage. And they can assign admin
privileges. Monitoring privileged user activities is critical.

[E® RULETYPE CONTEXT R REMEDIATION

AZURE ACTIVITY TYPE

Security Posture | Privileged U selected users from all sources

Resources

[] Create Role Assignment
[] Delete Role Assignment
[] Set Administrator

[] Delete Administrator

[] Create\Update Resource

BbRuLETYRE

LOCATIONS NETWORK
SecuntyPosure | Prvieges
USERS 1PREPUTATION
® v ® icuix
: ‘ test (] Data Center Hosting
i D ] Proxy
] minadmin@devrsasg [] Custom Location List O mor
[ pr—— [ ven
[, Hoder [] Afghanistan
[ Motsandea
[] Aland Islands

[] Albania

[] Algeria

Figure 2: Policy rule template for privileged user activities.
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Discover all [aaS resources

With Proofpoint CASB, you can simplify multi-cloud and
multi-region laaS security and compliance with centralised
management. And you get visibility of all your SaaS apps
and laaS resources across laaS vendors, accounts and
regions (Figure 3).

You can visualise resource creation trends and look for
anomalies such as excessive resource creation or deletion.
You can also drill down into discovered resources by type and
region and ensure that accounts are provisioned according to
regulations and best practices—for example, if you are a multi-
national or European organisation, you can monitor for buckets
deployed outside of the EU to prevent GDPR violations.

Discover unprovisioned laaS accounts

Proofpoint CASB gives you visibility into shadow IT across your
organisation. This includes laaS accounts that are not approved
or documented by IT (Figure 4). We help you audit network traffic
logs. You can discover cloud apps and laaS accounts accessed
on your network. These can include IT approved, undocumented
and possibly private laaS accounts. As you audit unapproved
accounts, you can track their status in the CASB console.

For example, after discovering undocumented accounts
acquired during a merger, you can provision them according

to security benchmarks to ensure compliance.

DISCOVERY

aws Anwre O GoogleCloud

laa$ Provider:

DISCOVERED RESOURCES OVER TIME (LAST 30 DATA POINTS)

30/6/2020

Time

— Total Discovered Resources

RESOURCE BY REGION (TOTAL 4 REGIONS)

100

7

Resources

Ap-southeast-2 Global Us-east-1 Us-east-2

Izauer
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Resource Type | ‘ ‘ Discovered At

5
S S
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Discovered Resources.

RESOURCES PER TOP 10 RESOURCE TYPES (TOTAL 23 RESOURCE TYPES)

Figure 3: laaS discovery dashboard showing resource trends, locations and types.

Discovered
Accounts

CLOUD DISCOVERY

Discovered
Apps Configuration

Status: All New Unsanctioned Approved Sanctioned

P ACCOUNT IDENTIFIER © DISCOVERY DATE

Aug 03, 2020

4ce8516a-a75e-4018-9d03-03313181063 3:00 AM

- Aug 01, 2020
670277274409 ST0AM

Aug 10, 2020

17fc4935-985b-4289-a2b4-c82b4de92061 3:00 AM

= Aug 09, 2020
509598813389 3:00 AM

o Sep 22, 2020
[ 567518307275 3:19AM

Apr 05, 2020
12312061-81dc-4815-8721-480871046857 422 PM

[ 797024750588 Ma;q?;‘ Fz;zo

= Apr 18, 2020
106517418524 s AN

. Sep 25, 2020
91262d95-596d-403-9562-e3dceda5 806 818 AM

© LsTusED

Sep 06, 2020
124 AM

Sep 02, 2020
308 AM
Oct 18, 2020
4:47 AM
Nov 25, 2020
7:04 PM
Nov 01, 2020

10:58 AM

Sep 17, 2020
11:10 AM

Apr 10,2020
220AM

Aug 24, 2020
1:41PM

0Oct 10, 2020

Izauer

'Y ADD FILTER

& sTaTUs 22 USER COUNT 4. CLOUD SERVICE

A

@ Approved 78
Unsanctioned 75

aws
]

A

@ Sanctioned 58
© Sanctioned 15 aws

@ Sanctioned 93 ﬂ’f,

Unsanctioned 22

A

Unsanctioned 87 aws

© Sanctioned 5 aws

A

@ Approved 50

Figure 4: Dashboard showing status of laaS accounts discovered on the corporate network.
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Protect sensitive data in cloud storage

Proofpoint CASB with laaS Protection helps you identify and
classify sensitive data in your cloud storage repositories, such
as AWS S8 buckets and Azure Storage Blob containers. It also
helps you:

» Monitor file activities for DLP violations

* Monitor buckets and containers for excessive sharing

* Build data security policies using DLP classifiers—including

built-in smart identifiers, dictionaries, rules and templates
that are shared with other Proofpoint DLP products

Our out-of-box classifiers help you shorten the time needed to
discover and protect regulated data in cloud storage and it helps
you remain compliant. As part of Proofpoint Enterprise DLP,

our CASB enables you to deploy consistent DLP policies across
your SaaS apps, laaS buckets, email and endpoint. And it lets
you centralise DLP incident management for these channels

on a single console. Combining content, behaviour and threat
telemetry across multiple channels helps you determine whether
the user that triggered the DLP alert is compromised, malicious
or negligent.

Proofpoint CASB DLP capabilities include:

240 built-in classifiers covering PCI, PIl, PHI and GDPR
regulations

* Dictionaries and proximity matching to improve DLP detection

» Exact data matching to automate the upload of custom
dictionaries or identifiers to detect information unique to your
organisation—including account numbers and other structured
data from databases

* Document fingerprinting to detect sensitive data within
unstructured content—including formulas, source code, forms,
contracts and other intellectual property

» Support for 300 file types and a file-type profiler to support new,
custom or proprietary file types

Flexible rule templates allow you to build content, user behaviour
and threat-aware policies (Figure 5). It lets you control how

your data is shared, uploaded and downloaded. You can
automatically reduce sharing permissions for buckets to ensure
compliance. For example, you can monitor for and remove
excessive sharing of buckets from block-listed countries.

Investigating DLP incidents is also easier. You can correlate
suspicious logins or misconfigured buckets with DLP incidents.
And you can filter events and alerts for reporting and closely
monitor compliance by subscribing to alerts.

E‘e RULE TYPE iZ RULE NAME

Data | S3 Buckets Updates and Sharing

Shara level

Data | S3 Buckets Updates and Sharing

Description - Activities done by privileged users on S3 buckets: Create, Update, and Share AWS Bucket.

SHARE LEVEL

Public
[] Internal

[ Unknown

x REMEDIATION /

& CONTEXT ACCESS CONTROL

all users from selected sources Remove Public Access

B CONTEXT X REMEDIATION /

all users from selected sources

Eo RULETYPE

ACCESS CONTROL

Remove Public Access

ALl

S|

ALERT

Q NoTIFY

Allow
Datal §3 Buckets Upd
hare el

LOCATIONS

Remove Public Access
USERS

ispicious Activity frar

NETWORK

(@ Lo

Custom Location List

[] cate demo
[] Cate Demo

[] cato domo

[] cate demo200 |:| Afghanistan
Llcicens [] Aland Islands
[] Abania
[] Aigeria

[ Meta Networks

 Entr UserAgentsing @}

Figure 5: Policy rule template to monitor bucket/container sharing permissions.
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Adaptive access controls and threat protection

laaS management console is a web-based application used
to create and manage cloud resources. Organisations need
to monitor and control access to this powerful tool. CASB’s
adaptive access controls enable real-time security measures
based on risk, context and role. It lets you:

* Protect your laaS environment by setting up policies to block
access from risky locations and networks and by known
threat actors.

* Apply risk-based controls to high-risk and high-privilege users

including step-up authentication, managed-device policy rules
and VPN enforcement

Proofpoint CASB combines rich cross-vector (cloud, email and
more) threat intelligence from Proofpoint Nexus Threat Graph
with user-specific contextual data. We apply machine learning to
this data to analyse user behaviour and detect anomalies across
cloud services and tenants. We help you:

 Detect when a cloud account is compromised

* Investigate past activity and alerts, including any suspicious
access to your federated laaS services.

LEARN MORE

For more information, visit proofpoint.com.

ABOUT PROOFPOINT

Proofpoint, Inc. (NASDAQ: PFPT) is a leading cybersecurity and compliance company that protects organisations’ greatest assets and biggest risks: their people. With an integrated suite of
cloud-based solutions, Proofpoint helps companies around the world stop targeted threats, safeguard their data and make their users more resilient against cyber attacks. Leading organisations

of all sizes, including more than half of the Fortune 1000, rely on Proofpoint for people-centric security and compliance solutions that mitigate their most critical risks across email, the cloud, social
media and the web. More information is available at www.proofpoint.com.
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