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Managed Proofpoint Security 
Awareness—Success Package
Leverage our industry-leading expertise when setting up and starting your 
security awareness program

Focus on your primary business activity and let us do the 
heavy lifting. Designed for commercial customers with up to 
2,500 users, Managed Proofpoint Security Awareness—Success 
Package ensures the success of your first security awareness 
program by handling the onboarding and running of the 
program. We’ll provide you with a dedicated expert who will, with 
a measured, personal approach, help you set up and run your 
program as well as launch your first phishing campaign in your 
first 90 days.

Managed Proofpoint Security Awareness—Success Package will empower you 
to take full advantage of your Proofpoint security awareness solution. You may 
choose to continue with our managed service after 90 days.

Planning
You will be actively involved every step of the way, so you’ll get the most out of your 
security awareness solution. Our expert team will work with you so that you gain 
an in-depth understanding of the product and its operation. They will help you get 
your Proofpoint Security Awareness Training (PSAT) platform account set up and 
ready. And with your IT stakeholders, we will help you with proper safelisting. We 
can also set up your single sign-on and end-user sync (EUS). And we can assist 
with your deployment of PhishAlarm. PhishAlarm lets your users report suspicious 
messages.

Key Benefits
• Realize the value of your Proofpoint 

investment faster

• Leverage experienced professionals 
to assist in the first steps

• Gain expert guidance to ensure 
a successful start to a first-class 
security awareness program

• Get the most out of the product by 
acquiring in-depth understanding of 
the product and its operation
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Communication
Communication is important for any endeavor. We highly 
recommend setting up a comprehensive communication 
plan that keeps all key stakeholders in the loop. We can 
guide you through this process. The plan should set 
expectations about program goals. It should also include a 
point of contact from your organization who can address any 
questions or concerns. If you want, we can provide sample 
communications to help you keep users informed about 
your security awareness program. Effective communication 
promotes ownership and acceptance of important learning 
experiences.

Technical Readiness
We will help you safelist IP addresses for your email servers 
and for spam-filter testing. Exceptions may also need to be 
created in firewall or security appliances to allow traffic to our 
servers. 

User Management
You and your contact will discuss the user base for the 
program. You’ll need to determine whether it will be possible 
for the end-user sync tool to pull users directly to our platform 
from your organization’s Active Directory or Azure. If not, then 
we can help you to set up your user base. To do this, we will 
need a user list with email, first name and last name. The list 
may also include up to three more optional properties, such 
as business unit, group and location. 

Implementation
Proofpoint assessments will establish a realistic baseline 
of your organization’s vulnerability against various attack 
vectors. 

Phishing Simulation 
A Proofpoint expert will be the hands-on administrator of your 
first phishing campaign. We will work with you to:

• Define the scope and users of the campaign

• Select the email template and the teachable moments that 
provide your users with just-in-time education 

• Manage your users for the campaign

• Test the campaign 

• Create the campaign, run a quality check and launch the 
campaign

Security Awareness Components
Your security awareness program may include the following 
(depending on your licensed products):

• Simulated attacks

• Knowledge assessments

• Education

• Awareness materials

• Reinforcement tools

Reinforcement 
Security awareness materials are available in a wide variety 
of formats. These formats include infographics, articles and 
videos. You can download and customize any of them. They 
are designed to reinforce key principles taught in our training 
modules. They also emphasize best practices and improve 
knowledge retention. Proofpoint consultants can recommend 
security awareness materials based on weak areas that the 
knowledge assessment identifies.

We will also help you deploy the PhishAlarm button. This is 
an email add-in that provides positive reinforcement to users 
who report potential phish. It alerts security and incident 
response teams to suspected phishing emails with a click 
of a button. User-reported messages are automatically 
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For more information, visit proofpoint.com.

analyzed with Proofpoint’s advanced threat detection 
technologies. This reduces the duration and impact of active 
phishing attacks. And it reinforces the behaviors learned in 
your security awareness program. The reporting of phish 
(reporting rate) is an important trending metric for tracking 
end-user behavior as well as security awareness and 
engagement.

Evaluate—Required Opt-In
The results from the knowledge assessment, simulated 
phishing campaigns, training and PhishAlarm email reporting 
provide a holistic view of user knowledge levels and 
susceptibility to attack. With this data, you can identify your 
greatest risk areas and create a plan to strengthen workforce 
knowledge. Your Proofpoint consultant will review the results 
after each assessment and training assignment. The results 
will be compared with historical performance data to derive 
improvement trends and areas of concern. Industry and 
template benchmarking analysis will also be provided, if 
available.

Program Calendar—Opt in to Q2, Q3 and Q4
QUARTER 1 QUARTER 2 QUARTER 3 QUARTER 4

Kick-off Meeting Phishing Exercise Meeting—Customer 
Business Review

Phishing Exercise

Platform Management—
Users for first campaign

Training Exercise—Phishing Phishing Exercise Training Exercise— Phishing

Phishing Exercise Training Exercise or 
Knowledge Assessment

Training Exercise or 
Knowledge Assessment

Training Exercise or 
Knowledge Assessment

- - - Meeting—End-of-Year 
Review

https://www.proofpoint.com/us

