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Proofpoint ETPro is a timely and accurate ruleset for detecting and blocking advanced threats. Updated daily, ETPro Ruleset covers:

 

The table below outlines the differences between ETPro and ETOpen rulesets:

ETPro Ruleset Versus ETOpen Ruleset

ETPRO ETOPEN

Signature Count 71,500+ 28,500+

Average new signatures per day 30 – 50 5

Malware detonation per day 1M+ new samples, signature coverage None

Global sensor network Yes No

Coverage for threats discovered by 
broader Proofpoint threat research

Yes No

Dedicated threat research team 
producing signatures

Yes No

MAPP coverage Yes No

Full QA Yes Yes

How signatures are placed into 
ETPro vs ETOpen

Any signature created as a result of 
Proofpoint research (including malware 
detonation, global sensor network, integration 
with other products) goes into ETPro Ruleset 
and are not automatically migrated to 
ETOpen.

Any signature contributed by the community, 
or signatures that are written by Proofpoint 
based on community research go into ETOpen. 
A signature can be migrated from ETPro to 
ETOpen if a user submits a signature which has 
original coverage for an ETPro signature.

Support with SLA Yes Best Effort

•	Malware delivery

•	Command and control

•	Attack spread

•	In-the-wild exploits and vulnerabilities

•	Credential phishing 

•	DDOS

•	Protocol and application anomalies

•	Exploit kits 

•	SCADA


