FREQUENTLY ASKED QUESTIONS

Proofpoint Adaptive
Email DLP
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General questions

What is Proofpoint Adaptive Email DLP?

Proofpoint Adaptive Email DLP uses an adaptive, human-centric approach to prevent accidental and
malicious email data loss. It stops misdirected emails (emails sent to wrong recipients by mistake),
unauthorized emails (sensitive emails sent to personal accounts) and non-compliance with company
email policies. Our software integrates directly with Microsoft Outlook and requires no change to how
you send or receive emails.

How does Adaptive Email DLP work?

Adaptive Email DLP uses machine learning (ML) to learn your employees’ email behaviors, their
trusted relationships and how they share data. By analyzing more than 12 months of historical email
data, our ML models learn to recognize unusual email activity when it happens.

Questions for desktop users

How does Adaptive Email DLP protect desktop users?

Adaptive Email DLP prevents data breaches caused by human error. Our ML models recognize when
a user accidentally emails the wrong person or attaches the wrong file. When it detects a problem,
Adaptive Email DLP shows the desktop user a warning message in real time. The user can fix their
actions to avoid sensitive data loss without any input from an administrator.

What happens when a user sees a warning message?

When it detects unusual behavior and shows a warning message, Adaptive Email DLP temporarily
stops the email from being sent. The warning message describes the anomaly detected in the email.
For example, it describes when the user is about to send an email to an incorrect recipient, has
attached the wrong file or is sending sensitive information to a non-business account.

As shown in the figure, the warning dialog also gives the user two options: to continue sending the
email or to stop sending it.

Outlook COM Add-in warning message shown to sender Outlook COM Add-in warning message shown to sender

Is this the correct attachment?
> Globex Law - Invoice 051.pdf

Is this the correct recipient?
> julia.smith@onebank.com (Julia Smith)

This attachment looks unusual for these recipients because it includes ‘Globex Law’ to
these recipients.

There is another similar contact julia.smith@twofin.com (Julia Smith) who has a stronger
relationship with the words mentioned in the email's subject

Are you sure you would like to send this email? Would you still like to send this email?

If the user chooses to stop sending the email, Adaptive Email DLP returns them to the draft, where
they can make changes. User responses to these warnings continue to train the Adaptive Email DLP
ML models, making the models smarter over time.
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Can users still send payslips, receipts,
reservations etc. to a personal account?

Yes, they can. Adaptive Email DLP is not
intended to stop users from sending any email
to personal email addresses. Its powerful and
accurate ML models recognize the difference
between a user forwarding a dinner
reservation to their personal account and
sending an email that contains sensitive
company information.

Questions for mobile users

How does Adaptive Email DLP protect mobile
users?

Adaptive Email DLP prevents data breaches
caused by human error. Its ML models
recognize when a user accidentally emails the
wrong person or attaches the wrong file. When
it detects a problem, Adaptive Email DLP sends
the mobile user a bounceback warning email.

What happens when a user gets a
bounceback warning email?

The bounceback warning email from Adaptive
Email DLP temporarily stops the original email
from being sent. The original email is held at
the gateway during this time. The bounceback
email describes the anomaly detected in the
original email. For example, it describes when
the user is about to send an email to an
incorrect recipient, has attached the wrong file
or is sending sensitive information to a non-
business account.

As shown in the figure, the warning email also
gives the user two options: to continue
sending the original email or to stop sending it,
which deletes it from the gateway.

proofpoint.
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< Outlook Inbox

Q noresponse@proofpoint.com

The email below was flagged and
is being held. Do you still want to
send the email to
anna.green@lawfirm.com?

Tessian has flagged this email
because you have triggered filter
keyword patterns

Unclassified attachment(s)
include:
= financials2019.xlsx

s ent

Click to reply “Yes" to send the email
below

Click to reply “No" to delete the email
below

User responses to these bounceback emails
continue to train the Adaptive Email DLP ML
models, making the models smarter over time.

What happens if a user misses or doesn’t
immediately reply to a bounceback warning
email?

If a user misses the first bounceback email,
Adaptive Email DLP sends another one after 10
minutes. It then resends the bounceback email
every hour until the expiry time. The expiry
time is shown at the bottom of the bounceback
email. If the original email is still being held at
the gateway when the expiry time is reached,
Adaptive Email DLP deletes the email.

How does a user modify their original email?
When a user gets a bounceback email and
needs to modify their original email to fix an
anomaly, they should choose the No option in
the bounceback warning email. This action
deletes the email from the gateway. The user
can find the original email in their Sent Items
mailbox, where they can modify it.
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