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People-Centric Security Program
for the Federal Government

Enable your agency’s people-centric cybersecurity strategy
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PCSP can help federal agencies like yours operate in complicated environments
and elaborate infrastructures. Saddled with budgetary and resource constraints,
your teams often may be forced to do more with less. So they run from one
incident to another, continually playing catch up. And as the security landscape
becomes more complex, it is becoming more difficult for them to act with a clear
understanding of the situation.
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- Top-tier technical and cyber-threat
consultation

PCSP—Federal is a continuous improvement program. With its dedicated analysis
we work with your security and IT teams and make prioritized recommendations to
deploy measures that improve your cybersecurity posture.

Managed by Proofpoint
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The Challenge

PCSP—Federal transforms people-focused cyber-threat
analysis into actionable and measurable impacts. With
understaffed teams under tight time constraints, your
organization may not always have the time or resources to
analyze the email-threat landscape. As such, your teams
might be forced to detect and monitor incidents only after
attackers have already gained a foothold in your defenses.

That's where PCSP—Federal comes in. We bring a people-
centric approach to security. We help improve the behavioral
patterns of your team. We identify not only the threat actors
behind each attack, but also the targeted team members
and the individuals who click on malicious email-based
threats. We also show you how your team’s performance
compares to that of your peers. And with all of these metrics,
we can provide you with actionable intelligence, analysis
and recommendations to shore up your defense. We do this
within the scope of your team’s resources and without halting
mission-critical operations.

Program Design and Management

Our PCSP analysts augment your security team. With
extensive experience in the federal IT and cyber threat
intelligence (CTI) sectors, they have a deep understanding of

the types of cybersecurity challenges that your team faces.

PCSP provides the following:

* Analyst-curated, focused cyber-threat analysis on the first
stages of the cyber kill chain

» Coordinated team with cyber-threat analysts, premium
support, security-awareness consultants and service
delivery

* Prioritization of threats based on targeting, threat capability
and current security posture

* Analyst briefings on Very Attacked People™ (VAPs),
changes in tactics, techniques and procedures (TTP) and
shifts in the threat landscape.

* Tailored weekly tactical analysis sessions to provide
context into cyber threats for your organizations SOC, CTI
and IR personnel

* Monthly operational threat landscape briefings for
distribution

* Operational and strategic briefings for CIO/CISO/SES-level
leadership

* Measurable people-focused benchmarks to show
improvements during the program

* Access to our larger threat research teams to answer
deep-dive RFls and questions about your data and cyber
threats
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PCSP operates with the following basic flow:

1. Understand and report on the users or groups that threat
actors are targeting

2.Understand the scope, details and capabilities of the threat
actors

3. Prioritize mitigations around your organization’s most
targeted highest-value users

4. Implement mitigations, measure the results, decrease an
organization’s cyber risk and increase an organization’s
cybersecurity posture

Our service includes tailored reports and benchmarks. These
describe your team’s security posture and compare it against
industry peers and executive checkpoints. This ensures
continued progress with the security team. Proofpoint experts
back these capabilities and a central Proofpoint engagement
manager coordinates them.

Implement Controls for Baseline Protection

Our staff engages with your security teams on an ongoing
basis. We are there to help you deploy and tune products and

Assess Threats Facing Your VAPS

Our experts will examine your VAPs and cyber threats. They
will provide you with actionable insights to better protect your
organization.

Adapt Your Controls to the Changing
Landscape

We will suggest controls and processes to help you adapt

to threats specific to your organization. The measures may
include configuration changes, end-user communications and
training material. We will also help implement them.

Report and Benchmark Your Security Progress
and Posture

We provide executive-suitable reporting on the threat
landscape and threat position relative to that of your peer
group. We also deliver ongoing metrics on security posture
and progress.

The Team

Our team includes cyber-threat intelligence analysts, threat
researchers, email security experts, technical managers
and consultants. We have extensive experience in all federal
communities, including the DoD, IC and CIV.

Get Started Today

Contact us today to learn more about how applied people-
centric threat analysis with PCSP can reduce measurable risk
and improve your security posture.

LEARN MORE

For more information, visit proofpoint.com.

ABOUT PROOFPOINT

Proofpoint, Inc. (NASDAQ: PFPT) is a leading cybersecurity and compliance company that protects organizations’ greatest assets and biggest risks: their people. With an integrated suite of cloud-based
solutions, Proofpoint helps companies around the world stop targeted threats, safeguard their data, and make their users more resilient against cyber attacks. Leading organizations of all sizes, including
more than half of the Fortune 1000, rely on Proofpoint for people-centric security and compliance solutions that mitigate their most critical risks across email, the cloud, social media, and the web. More

information is available at www.proofpoint.com.
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