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Product Introduction

Human Resilience
Workbench

|dentify, prioritize, and reduce human risk using
a unified view powered by pre-integrated signals.

Key highlights

Measurable Risk Reduction
> Uses pre-integrated signals
across behavior, training, and
threat exposure
o Enables targeted, risk-based
interventions
> Continuously tracks risk
reduction over time
o Delivers defensible executive
level metrics
Operational Efficiency
o Eliminates the need to integrate
and normalize disparate data
> Reduces manual efforts with
built-in risk models and
workflows
o Accelerates time-to-value with
out-of-the box insights
> Scales without increasing
operational overhead
Smarter, Targeted Programs
> Focuses effort on highest-risk
users and behaviors
o Replaces broad campaigns
with precision interventions
o Aligns training with real-world
threats

Identify, prioritize, and
reduce human risk using a
unified view powered by
pre-integrated signals
with targeted action and
measurable outcomes.

COLLABORATION SECURITY

What is happening

Proofpoint is introducing Human Resilience
Workbench (HRW) — a new, centralized
solution for managing and reducing human
risk. HRW delivers a unified view of human
risk using pre-integrated signals across
behavior, training, and real-world threat
exposure. By combining these signals into a
built-in risk model, HRW eliminates the need
to manually aggregate and normalize data.
This enables organizations to consistently
identify risk, take targeted action, and
measure outcomes - all within a single,
unified system.

Why it matters

Human risk is one of the leading causes of
security incidents—but most organizations
lack a consistent way to reduce it.

HRW enables organizations to:

e Establish a consistent, measurable view
of risk

o Prioritize the users and behaviors that
matter most

o Take targeted action through adaptive
controls

o Continuously measure and demonstrated
risk reduction

What you can do

Identify and Prioritize Risk

Gain a clear view of your organization's
risk posture using pre-integrated signals
across behavior, training, and threat
exposure.

« Identify high-risk users and behaviors

o Understand where risk is concentrated

 Focus efforts where they have the
greatest impact

Take Targeted Action
Move beyond manual campaigns with
targeted, risk-based interventions.

¢ Use built-in Risk Profiles to segment
users

¢ Deliver adaptive training, simulations,
and nudges

* Reduce manual effort with
pre-configured workflows

Measure and Demonstrate Impact
Continuously track how human risk
changes over time.

« Monitor changes in user risk and
behavior

* Measure the impact of specific actions

« Deliver consistent, executive ready
reporting
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Key Capabilities

« Pre-integrated risk signals across
behavior, training, and threat
exposure

« Built-in risk scoring model with
predefined weighting

o Risk-based prioritization of users
and behaviors

« Adaptive control orchestration for
targeted response

« Continuous measurement and
trend tracking

HRW introduces a unified, action-oriented
approach to managing human risk, enabling
organizations to move from fragmented
insights to continuous, measurable risk
reduction.

Includes out-of-the box risk profiles and
pre-built workflows to get started quickly.
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Figure 1. Human Resilience Workbench
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PROOFPOINT HUMAN RESILIENCE WORKBENCH

What this means for you

Spend less time managing data and
workflows, more time reducing risk
Focus on the users and behaviors
that matter most

Align actions to real-world threats
and behaviors

Scale your program without
increasing operational overhead
Consistently measure and
demonstrate impact

Availability

Human Resilience Workbench is available to
customers with:

Collaboration Security Prime
Collaboration Security Tier 3
Enterprise Prime

Advanced Threat Protection
Commercial Prime
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Proofpoint, Inc. is a global leader in human- and agent-centric cybersecurity, securing how people, data and Al agents connect across email,
cloud and collaboration tools. Proofpoint is a trusted partner to over 80 of the Fortune 100, over 10,000 large enterprises, and millions of
smaller organizations in stopping threats, preventing data loss, and building resilience across people and Al workflows. Proofpoint’s
collaboration and data security platform helps organizations of all sizes protect and empower their people while embracing Al securely and

confidently. Learn more at www.proofpoint.com.

Connect with Proofpoint: LinkedIn

Proofpoint is a registered trademark or tradename of Proofpoint, Inc. in the U.S. and/or other countries. All other trademarks contained herein

are the property of their respective owners.
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