
Key Benefits
•	 Visibility into every  

Claude conversation — 
past and present

•	 Block sensitive  
prompts before they’re 
ever inferenced

•	 Consistent coverage  
across every Claude 
surface and device

•	 Enforce one policy 
everywhere Claude is used

SOLUTION BRIEF

Close the Gap Between AI Use and AI Control
Employees and agents are already sending regulated data, source code, and customer PII into 
Claude as part of everyday work. Most security teams have no visibility into what’s already been 
shared — and no way to stop the next sensitive prompt from reaching the model.

Proofpoint and Anthropic close both gaps. Together, we flag and remove sensitive conversations 
that have already happened and block sensitive prompts before they ever reach the model — 
one consistent line of defense, powered by the DLP policies you already trust.

See and Remove What’s Already Been Shared
Sensitive data may already be in Claude conversations before security teams know it. The Claude 
Compliance API gives Proofpoint visibility at existing Claude Enterprise conversations and removes 
what shouldn’t be there — using the same classifiers, behavioral risk models, and DLP policies 
already protecting email, endpoint, and cloud.

Data Visibility Governance & Investigation

Claude Compliance API + Data Classification

Security teams apply the same classifiers, behavioral risk 
models, and DLP policies used across email, endpoint, and 
cloud to Claude activity. 

Digital Communications Governance

Compliance teams apply supervision, retention, and eDiscovery 
workflows through Digital Communications Governance. 
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Stop Sensitive Prompts Before They Reach the Model
Claude Inference Hooks let Proofpoint check every prompt against your DLP policy before Claude ever processes it. If a prompt carries 
PII, source code, or other regulated data, Proofpoint returns a deny verdict — the prompt never reaches the model, and the employee or 
agent sees a plain-language message explaining why.

Policy Enforcement Instant Response Universal Coverage

Pre-Inference Policy Check

Every prompt is checked against existing 
DLP policy in the request path, before 
any Claude model runs. 

If a verdict doesn’t return in time, your 
configured failover decides whether 
to block the request or let it through 
unevaluated.

Real-Time Blocking

Prompts that violate policy are blocked 
instantly, with a custom message that 
turns each block into a teachable 
moment.  

The wording comes from your policy, so 
instead of a generic error, it can point 
the employee to the right guidance.

Coverage Beyond the Network

The check runs inside Anthropic’s 
infrastructure, so coverage doesn’t 
depend on a managed device or an 
inspectable network path. 

That covers usage a network tool would 
otherwise miss — including Claude 
sessions on unmanaged devices.

Proofpoint + Anthropic
Securing Every Claude Conversation, Start to Finish



Extend Coverage Across Every Claude Surface
Both integrations run inside Anthropic’s infrastructure, not on your network — so coverage doesn’t 
depend on which Claude surface someone’s using, what device they’re on, or whether the traffic ever 
crosses an inspectable network path.

Visibility from the Compliance API and prevention from Inference Hooks apply consistently, everywhere 
Claude does. So, security teams get one platform view instead of separate tools for every surface.

Compliance API  
→ Visibility on Every Surface

Inference Hooks  
→ Prevention on Every Surface

Captures Claude Enterprise conversations for 
review, no matter which surface or device they 
came from.

Checks every prompt before inference, no 
matter which surface or device it came from.

Built to Evolve as AI Risk Changes
As AI adoption grows, organizations need a way to let employees use Claude confidently without 
creating new security, compliance, or governance gaps. Proofpoint and Anthropic are collaborating to 
help customers manage those risks directly in the flow of every Claude request.

With this joint solution, you can extend the security and compliance policies your teams already rely on 
to Claude conversations, without adding a new stack, learning a new console, or rewriting policy rules. 
And because it is built at the request-path level, your protections can evolve as AI risks change.

About Proofpoint, Inc. Proofpoint, Inc. is a global leader in human- and agent-centric cybersecurity, securing how people, 
data and AI agents connect across email, cloud and collaboration tools. Proofpoint is a trusted partner to over 80 of 
the Fortune 100, over 10,000 large enterprises, and millions of smaller organizations in stopping threats, preventing data 
loss, and building resilience across people and AI workflows. Proofpoint’s collaboration and data security platform helps 
organizations of all sizes protect and empower their people while embracing AI securely and confidently. Learn more at 
www.proofpoint.com
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